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Disclaimer

The information in these sample templates – checklist section does not constitute legal advice. It is general information intended to assist physicians in understanding their obligations and general duties under The Health Information Protection Act of Saskatchewan and the expectations of the College of Physicians and Surgeons of Saskatchewan.  The information is provided as guidance for medical practices in Saskatchewan developing privacy and security policies and procedures. 
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Things to Consider When Engaging an Information Management Service Provider for IT Support and Storage Services

Purpose:  An Information Management Service Provider (IMSP) agreement is a requirement of the Saskatchewan EMR Program for third party information management.  Compliance with this agreement is one of the requirements to qualify for Program funding.  Your IMSP agreement will clarify the relationship between you and you’re the outside company.  
This can also be a guide for your use with your EMR vendor however the Saskatchewan EMR Program has negotiated a standard agreement for EMR implementations.  Ensure you are signing an approved EMR vendor agreement.
IMSP Agreement Types

There are two types of agreements that might work for your clinic:

· Full Service Agreement is a service plan where services are typically bundled together where you would pay a flat monthly fee for the services.
· Fee-For-Service Agreement allows you to pay for only the services you require
What type of agreement do you need?

Use the IMSP Agreement template as a starting point.  Many IMSPs, particularly smaller ones, may use a simple one-page agreement that will not meet your expectations for services or the protection of personal health information.
Questions you might ask your IT support Vendor are:

· What type of on-site services do they provide? 

· What is the fee structure for each service?

· Are there any additional costs?

· Do they offer preventative maintenance visits to the clinic?

· What is the standard turnaround time if hardware needs to be replaced?

· If you are doing your own backups, does the Vendor provide a service to help with server backups including encryption and the testing of backups?

IT Support and Storage IMSP Checklist

	1. Who at the Vendors will have access to the data?

	1.1
	Data access must be limited to those with a "need to know" and controlled by specific individual(s). The Vendor must have procedures and solutions implemented to prevent unauthorized access, and the procedures will be documented and available for review upon request. All of the Vendor's employees with access to personal health information should be identified and names provided upon request.

	1.2
	Stolen, lost and unauthorized access to personal health information should be reported to the Lead Physician or clinic privacy officer immediately.  

	1.3
	The vendor should be directed not to contact any person whose personal health information has been breached.  

	1.4
	Physical access to facilities where data are stored should be limited and controlled. 

	1.5
	Standard non-disclosure language must be included, with protection to keep information private and confidential, except as specifically provided for in the contract. Data is not to be shared with or sold to third parties.

	2. What security standards will be implemented and where will data be stored?

	2.1
	All systems and applications shall regularly undergo vulnerability assessments, such as testing patch level, password security, and application security.

	2.2
	Routine event monitoring will be performed by the Vendor related to unauthorized activity and unauthorized access. 

	2.3
	The Vendor should undergo regular security audits, preferably by certified third parties, occurring at least annually, and any identified issues must be resolved or mitigated within 90 days of the audit report. 

	2.4
	All services that gather personal health information must utilize secure communications methods, such as SSL, and use a certificate from an approved independent authority, for example, VeriSign, if certificates are required.

	2.5
	All file transmissions involving personal health information or otherwise sensitive data must utilize secure communication methods; for example, SSL, SCP, SSH, SFTP.

	3. Has the Vendor tested both its disaster recovery and business continuity plans and are there plans to regularly test and review them? 

	3.1
	The Vendor should have set backup requirements for systems, files, and data including strong encryption. 

	3.2
	The Vendor should have a disaster recovery plan.

	3.3
	The Vendor should have a secure secondary off-site storage location. The location must be in Canada.

	3.4
	The Vendor should detail the specific system uptime requirements for the service and the Vendor will agree to the availability requirements. An example of availability requirements might be expressed as, "Guaranteed to 99.9 percent each year or no more than 8 hours and 45 minutes of downtime every year."

	
	Can the vendor work with the clinic disaster recovery and business continuity plans

· What is the time frame the clinic has identified to recover from a disaster?
· What critical services are required immediately and what services could wait and what will be the vendor’s role? 

	4. Does Vendor-managed data meet all integrity and accuracy requirements?

	4.1
	The Vendor must be able to maintain the integrity and accuracy of the data it manages for the clinic. 

	5. Does the Vendor comply with data retention and protection regulations and policies?

	5.1
	The maintenance and retention of all data must comply with the clinic’s data retention schedule.

	5.2
	Personal health information must be encrypted when stored and transmitted, and masked on displays and reports. 

	5.3
	The Vendor must supply documentation of compliance with the Personal Information Protection and Electronic Documents Act and clinic policies.

	5.4
	All data will be retained for periods approved by the Lead Physician and returned to the clinic or a third party authorized by the Lead Physician upon termination of the contract. The method of data destruction must be approved by the Lead Physician.

	6. Response time

	6.1
	Document when response time is required, e.g. 24-hour, weekdays, week-ends, holidays.

	6.2
	State expectations on how to contact the vendor, e.g. phone or email and whether there will be a service number for each logged contact. 

	6.3
	What are the minimum and maximum response time expectations?

	6.4
	What are the minimum and maximum fix time expectations?

	6.5
	Are the response and fix times the same on weekends, evenings and holidays?

	7. Contract termination

	7.1
	The Lead Physician retains the right to terminate the contract for any reason related to the security items listed in the contract.

	8. Insurance

	8.1
	The Vendor will present evidence of professional and general liability insurance, and cyber risk insurance.

	8.2
	Review applicability of contractual cyber insurance requirements.


Securing Your Workstation and Laptop - A Checklist
	· Placement of computer monitor maximizes privacy – i.e. positioned to minimize viewing by others.

	· Computer / Laptop is set to “lock workstation” mode when away from desk using Control/ALT/Delete

	· Portable devices (laptops, memory keys, blackberries) have passwords and encryption if they contain personal, confidential or personal health information

	· Portable devices are securely stored when not in use or when in use in remote locations

	· Keys for drawers and cabinets are kept in a secure location

	· Drawers and cabinets in your workspace are locked when away from desk for extended periods

	· Computer / Laptop is logged out and restarted or shut down at the end of the day

	· Files/papers that contain personal,  confidential or personal health information are locked away

	· “In” & “out”  baskets / storage  are clear of personal, confidential or personal health information

	· Passwords are not accessible (this includes not posted/attached to computer monitor, desktop, white board or bulletin board, etc.) or shared with anyone else

	· Only designated recycle bins are used for personal, confidential and personal health information

	· Garbage cans are never used for personal, confidential and personal health information

	· Personal, confidential and personal health information that has been approved for disposal is destroyed in accordance with clinic procedures

	· Mail containing personal, confidential or personal health information is not left where it can be viewed by others


Checklist for the Preparation and Installation of an EMR Server
	· If machine is a new install, protect it from hostile network traffic with a firewall, until the operating system is installed and hardened.

	· Install the latest service packs and hotfixes

	· Enable automatic notification of patch availability and a process for ongoing maintenance and patching

	· Configure Audit policy

	· Set minimum password length of 8 characters and a password expiry of a maximum of 90 days

	· Enable Password Complexity

	· Configure event Log Settings

	· Disable anonymous SID/Name translation

	· Place a warning banner in the Message Text for users attempting to log on

	· Disable or uninstall unused services

	· Disable or delete inactive users

	· Configure User Permissions to be as secure as possible

	· Use a dedicated firewall device external to the system

	· Configure file system permissions

	· Configure registry permissions

	· Set the system date/time

	· Install and enable anti-virus software

	· Install and enable anti-spyware software

	· Configure anti-virus software to update daily

	· Configure anti-spyware software to update daily

	· Configure a screen-saver to lock the console's screen automatically if the computer is left unattended

	· If the machine is not physically secured against unauthorized tampering, set a BIOS/firmware password to prevent alterations in system startup settings

	· Configure the device boot order to prevent unauthorized booting from alternate media

	· Install software to check the integrity of critical operating system files

	· If Remote Desk Protocols are utilized, set RDP connection encryption level to high


Assessing a new wireless device for security 
	· Does this device use encryption and if so how well tested is the encryption protocol?

	· What is the cost of implementing a secure encryption protocol? 

	· Has this type of device been used on our network before?

	· Can this device be configured to only allow authorized users to access it or the network through it? 

	· How easy will it be for an attacker to fool this device into allowing unauthorized access? What methods could be used? 

	· What secure authentication schemes are available and what cost or overhead is associated with their implementation and maintenance? 

	· How practical is wireless use considering the cost, potential loss, and added convenience? 

	· How secure is the authentication mechanism to be used? 

	· How expensive is the authentication mechanism to be used?

	· How secure is the encryption mechanism? 

	· How sensitive is the data traveling through the wireless device? 

	· How expensive is the encryption mechanism?
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